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CONFIGURING AZURE AD AUTHENTICATION FOR CHIME FOR TEAMS

Chime for Skype for Teams requires the configuration of an Azure Active Directory application in order to
allow Chime to leverage Office 365 for user authentication, and to communicate with your Skype for
Business users. This document will outline how to configure these two applications.

PREREQUISITES:

A. You must have an Office365 tenant for your organization.

B. You must be an administrator of your Office 365 domain.

C. An Azure account linked with your Office 365 Identity. If this is not done, see
https://technet.microsoft.com/en-us/library/dn832618.aspx.

All configuration steps in this guide take place in the Azure Active Directory component of the Azure
portal.

1. Sign into the Azure AD portal (https://portal.azure.com).
2. Select the Azure Active Directory in the left-hand navigation pane.

Subscriptions

Azure Active Directory

¢ Monitor

Figure 1: Begin Setting up Active Directory

3. Ifthe Azure Active Directory is not available on the left-hand navigation pane, it is available in
All services then the section labeled Identity

All services L ; By category
Create a resource
All services
IDENTITY (13}
Azure Active Directory ¥ @ Azure AD B2C
Dashboard Azure Information Protection * Groups
2 All resources % Azure AD Connect Health x /B pzure AD Cloud App Discovery
Resource groups Azure AD Identity Protection * - Enterprise applications
'. App Services Access reviews *

Figure 2: Secondary Option to Active Directory Setup
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CONFIGURE ACTIVE DIRECTORY AUTHENTICATION

RETRIEVE YOUR AZURE TENANT ID

Y Properties
Select in the navigation pane in the Azure Active Directory blade.
2. Copy the Directory ID from the field, and save it somewhere convenient. You will need this value
when configuring Chime. Note: The Directory ID is often referred to as the “Tenant ID” in
Microsoft documentation, both terms are referring to this ID.

L

* Name

| Your Compan}{ \,z|

Country or region
United States

Datacenter region
United States

MNotification language

English w
Directory 1D
someguidvaluehere .

Figure 3: Copy Directory ID

CREATE APPLICATION

1. Select App Registrations in the new navigation pane within the Azure Active Directory blade.

B8 App registrations

2. Click the New application registration option in the Azure Active Directory blade.

&= naw registration & Endpoints * Troubleshooting W Got feedback?

o Welcome to the new and improved App registrations (now Generally Available). See what's new =»

A\ Looking to learn how it's changed from App registrations (Legacy)? Learn more
Still want to use App registrations (Legacy)? Go back and tell us why

All applications  Owned applications

O Start typing a name or Application ID to filter these results

DISPLAY NAME APPLICATION (CLIENT) ID

Figure 4: Create New Application Registration
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REGISTER THE CHIME APPLICATION
1. Create a name for this application (Chime is a suitable name)
2. Select Accounts in this organizational directory only as the Supported account types
3. Enter the URL for the server that Chime will be hosted on, with the /Chime route in the URL (ex:

4. Click the

https://yourserver.domain.com/Chime)

NOTE: Be sure that the /Chime is included in the URL, this will automatically configure the
Reply URL to correctly work with the Chime application

Dashboard » instant technologies - App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

CHime v

Supported account types

Who can use this application or access this API?

.é. Accounts in this organizational directory only (instant technologies)
':' Accounts in any organizational directory

':' Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web ~ | http 5:.-",*",f:3ur\'.'eIJ:erve’.c:omai".co"n-'chil“lel v

Figure 5: Create the Chime Web App / API

EegeaE, button in the bottom of the Register an Application blade.

CONFIGURE THE APPLICATION

1.

2.
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Click on the newly created application in the App Registrations blade. If you have many
applications, you may need to search for it.

In the Overview window, you will be able to record the Application ID. This value will be used
when configuring Chime. This page also will allow you to record the Directory (tenant) ID if you
were unable to in the previously.

Copyright © 2019 Instant Technologies. All rights reserved.
June 4, 2019
Rev 4 - PSM


https://yourserver.domain.com/Chime

CONFIGURE APPLICATION PERMISSIONS
1. Click the APl Permissions button.

2. Click the Add a Permission button in the APl Permissions window.

APl f PERMISSIONS NAME

* Arure Actlve DHrectory Graph (2)
Directary.Read All
Uses Read

* Micrasaft Graph (3)
Directary.Read All
Group.ReadWrite.All

User.Read All

i
LY
Man
|
2

Overview

Quickstart

age

Branding
Authentication
Certificates & secrets
AP| permissions
Expose an API
Owners

Manifest

Figure 6: Access Required APl Permissions

TYPE

Application

Delegated

Application
Application

Application

DESCRIPTION

Read directory data

Sign in and read user profile

Read directory data

Read and write all groups

Read all users' full profiles

ADMIN CONSENT REQUIRED

Yes (@ Granted for Instant Te

- @ Granted for Instant Te__

Yes (& Granted for Instant Te__
Yes @ Granted for Instant Te

Yes @ Granted for Instant Te

Figure 7: Manage Required Permissions

3. Select Graph API from the list of Microsoft API’s listed.
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Select an API

Micrasoft APls | APls my arganization

Commonly used Microsoft APl

Microsoft Graph

ure AD,

. TR

Periorm ad+hos queries on terabytes of
data 10 build near real-time and complex
analytics salutions

A, Aawre Service Management
Programematc access o much ofthe
functionality vailable through the Azure
pors

D Dynamics CRM
Access the capabilites of CAM business
software snd ERP systems

|:I Office 365 Management APIs

Fetrieve information shout user, stmin,
system, and policy actions and events
fram Office 365 snd Azure AD sctity

mount of data in Office 365,

‘are through a single endpoint

uses My APls

nterprise Mabiliy +

Excel, Intune, OutloolyExchange, OneDrive.

() Auure Key Vault

Manage your key vau! asthe
keys, secrets, and certficates within your
Key Vaults

Data Export Service for
Microsoft Dynamics 365
data fram Microsoft Dynamics
nizatian to an extenal

/%) Flow Service

Embed flow templates and manage flows

B oneore

Creste snd manage notes lists, pictures
files, and mare in OneNote notebois

Q Azure Rights Management
Services

Alow validated users to read and write
protected content

‘é" Dynamics 365 Business Central
Programmatic access to data and
functionaity in Dynamics 365 Business
Cenral

=

Brogrammatic access o Intune data

Power Bl Service

Brogrammatic sccess
toDashboard resaurces such
33 Datasats, Tobles, 3nd Rews in Power B

Figure 8: Configure Required Permissions
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Select Application permissions.

Use the search bar to find and add the following required permissions

a. Directory.Read.All

b. Group.ReadWrite.All

c. User.Read.All

Once all of the above permissions are selected, click the Add Permissions button.

~ Directory (1)

Directory.Read.All
V]
Read directory data @

O Directory.ReadWrite. All
Read and write directory data @

¥ Domain

» EduAdministration
» EduAssignments

» EduRoster

¥ Files

~ Group (1)

Group.Read.All
O Read all groups @

Group.ReadWrite.All
Read and write all groups @

Figure 9: Select Permissions for Graph Api

Click the Add a Permission button again.
Select Azure Active Directory Graph. This might be at the bottom of the list.
Select Delegated permissions.

. Search for User.Read and Select it.

¥ User (1)

User.Read

Sign in and read user profile @

User.Read.All
o Read all users' full profiles @

O User.ReadBasic.All
Read all users' basic profiles @

Figure 10: Select Permissions for Delegated Permissions

11. Select Application permissions.
12. Search for Directory.Read.All and Select it.

¥ Directory (1)

Directory.Read.All

. Yes
Read directory data @

O Directory.ReadWrite.All

- Yes
Read and write directory data @

Figure 11: Select Permissions for Application Permissions

13. Click the Add Permissions button.
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CREATE A NEW API KEY
1. Click the Certificates & secrets button.

I8 overview
Quickstart

Manage

@8 Branding

—3 Authentication
Certificates & secrets

2 API permissions

Expose an API

Owners

Bl Manifest

Figure 12: Access Certificates & Secrets

Click the New client secret button.

Enter a description for your client secret.

Select a duration for this API key. We suggest creating a key which never expires.

Click Add to create a new API key.

Copy the newly created APl key somewhere you can retrieve it. You will need this APl key when
configuring the Chime application

ok wnN

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T~ New client secret

DESCRIFTION EXFIRES VALUE

Chime 12/31/2299 1_xdz]6:"dUFscVX4P1[@220PMUrg33= [y

=[]

Figure 13: Setup APl Key

Page | 9
Copyright © 2019 Instant Technologies. All rights reserved.
June 4, 2019
Rev 4 - PSM



ADD REPLY URLS

To add Reply URLs we will need to navigate to legacy version of the App Registrations blade.
Navigate back to the dashboard of your Azure Active Directory.

Click the App registrations (Legacy) button.

Select the app registration that you created earlier.

Click the Settings button on the blade that opens.

In the Settings blade, click the Reply URLs button.

o gk whE

% Reply URLs

Il Hssve ¥ Diccad

GEMERAL https://yourwebserver.domain.com/Chime
Properties > [ hitpsiffyournebserver.domain.com/Chime/Ta
Reply URLs >

& Owner: >

API ACCESS
Required permissions >
Keys >

TROUBLESHOOTING + SUPPORT

X Troubleshoot >
MNew support request >

Figure 14: Configure Reply URLs

7. There should be 1 reply URL saved in there already, it will look something like this:
https://[yourwebserver].domain.com/chime (If there is not a URL there with this format, one
should be added before proceeding to the next step)

8. Inthe text box below, add in a reply URL with this format:
https://[yourwebserver].domain.com/chime/?a

9. Click the Save button.

10. Close the Reply URLs blade.
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SETUP BEFORE CHIME INSTALL

SSL CERTIFICATE

To set up a Chime deployment with Office 365, you will need to acquire a SSL certificate. This certificate
will be installed on the server on the same server that the Chime instance will be on. Without this
certificate installed, no users will be able to authenticate into the web app.

AZURE ACTIVE DIRECTORY ACCOUNTS LIST

Setup Azure AD Connection x

Azure AD Tenant:
| |

Azure AD Tenant 1D:
. |

Azure AD ClierntID:
] |

Azure AD Client Secret Key:
. ] |

Test...

Figure 15: Setup Azure AD Connection

Azure AD Tenant:

This is usually the domain associated with your Office 365 email address, e.g. example.com

Azure AD Tenant ID:

This value is from Page 5 (Directory ID)

Azure AD Client ID

This value is from Page 6 (Application ID)

Azure AD Client Secret Key

This value is from Page 9
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SETUP AFTER CHIME INSTALL

INSTALL WIZARD

Once Chime has been installed, there will be a configuration wizard that opens. The configuration wizard
provides a tool to register a SSL certificate with the Chime application.

3 configuration Wizard - x

o Configure AD... |Provide the basic information to connect to search your Microsoft Active E‘

o Configure SQL... |Pro\r|'de access to SOL Database ‘

Instant

o Pick Admin... |Picka user as an administratar for Chime ‘
o Setup SSL [setup HTTPS and SSL support (REQUIRED for Office 365) |
o Setup Mail |Setup SMTP Mail settings ‘
Chime for Lync Service Start Stop @

Further documentation and setup information can be found at http://addchime.com/fag.html

LOgS.. Advanced... Close

Figure 16: Configuration Wizard
Once the certificate has been installed on the server, you can follow these steps.

1. Click the Setup SSL button.
2. Under SSL Binding, click Add.

3 ssi Configuration - m} x

Configure S5L bindings for Chime
This is required if you are using Office 365 Skype for Business

Server Address:

|--- - | Edit Save

HTTP Port Binding:
|http:jj+:80jch|'me | m Add Remove

HTTPS Port Binding:
|https:jf+:443}ch|'me | m Add Remaove

SSL Binding:
NOTE: Certificate ject should match Chime Server Address

Friendly Mame:

m | Add Remove

Issuer:

|
Subject: |
|
|

Expires:

Details...

Figure 17: Setup SQL Connection
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3. When the Select SSL Certificate window opens, select the *.imchime.com certificate.

Windows Security #

Select SSL Certificate

Select the SSL certificate you would like to use with Chime
for Lync

®

@

Issuer: Secure Certificate
Authority - G2

Valid From: 9/7/2018 to 9/7/2019

Click here to view certificate properties

oK Cancel

Figure 18: Select SSL Certificate

4. Close the SSL Configuration modal

CREATING BOTS FOR CHIME DISPATCHERS

This must be done after completing the Chime installation.

Each Chime queue will need at least one dispatcher bot endpoint created for users to access seeking
help, and to route those requests to an agent. Each bot that is supplied for a queue will allow agents to
handle one concurrent chat —i.e. for agents to be able to handle two chats from users at the same time,
two bots must be created for the queue.

You must be an administrator for your Microsoft Azure subscription to complete these steps.
CREATING A BOT REGISTRATION IN AZURE

Note: Steps and screenshots displayed here are accurate as of April 2019. The Azure Portal changes
rapidly, and the Ul and flow may change slightly in the future.

1. Navigate to the Azure Portal, at https://portal.azure.com
2. Click the “Create Resource” button in the side bar. Enter “Bot Channels Registration” in the
search bar and select the matching option from the list.

Microsoft Azure

Dashboard > New

New 0o x

T |," bot channels x

Bot Channels Registration

—pe— e

P I \Windows Server 2016 Datacenter

Figure 19: Search for Bot Channels Registration
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3. Click “Create” to start creating the resource.

Dashboard * New * Bot Channels Registration

Bot Channels Registration

Bot Channels Registration

Microsoft

Your own Bot hosted where you want, registered with the Azure Bot Service. Build, connect, and manage Bots to interact
with your users wherever they are - from your app or website to Cortana, Skype, Messenger and many other services.

Useful Links
Documentation
Solution Overview
Pricing Details

Figure 20: Create Bot Channels Registration

4. You should see a configuration page to create the Bot Channel Registration. Fill out the following
fields:
a. BotName: Select an appropriate name for the bot — we would suggest matching the
name of the queue in Chime that this bot will be used with
Subscription: Select an Azure subscription to tie this bot registration to.
Resource Group: Select an existing Azure Resource Group to contain this registration,
or create a new resource group. We would suggest creating a group and using it for all
Chime bot registrations.
d. Location: Select the most appropriate Azure datacenter location for your users.
e. Pricing Tier:
i. If users will be primarily contacting Chime through the Teams client, then the FO
tier may be the most cost-effective and appropriate level
ii. If users will be primarily using the web client to contact Chime, then select the S1
tier.
f. Messaging endpoint: For now, leave this blank. It will be necessary to update this later,
once the bot has been assigned to a Chime queue.
Application Insights: Off
Microsoft App ID and password: Leave this as “Auto create App ID and password”

°«Q
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Dashboard * MNew » Bot Channels Registration

Bot Channels Registration O X

ot Service

* Bot name @
| ChimeBot v|

* Subscription

| v

* Resource group

n v
| Create new

* Location

|| Eastus v |
| Pricing tier (View full pricing details)

|| 51 (1K Premium Msgs/Unit) v |

Messaging endpoint
| https URL |

Application Insights @

o IS

Microsoft App ID and password @

Auto create App ID and password

Automation opticns

Figure 21: Create the Bot Channel Registration

5. When this is completed, click “Create” and the bot registration will be created. After some time,
this provisioning will complete, and you can navigate to the settings for the bot registration.

6. Next, navigate to the Channels tab for the bot registration

7. Click the Teams icon to enable the bot for Microsoft Teams
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Dashboard > ChimeBot2_77b - Overview > ChimeBot2 - Channels

.‘ ChimeBot2 - Channels

Bot Channels Registration

[0 Search (ctriss) | “

) Overview

=] Activity log

M Access control (JAM)

& Tags

Bot management

I' Test in Web Chat

fif} Analytics
Channels

% settings

B speech priming

€ Bot Service pricing

Support + troubleshooting

& New support request

Connect to channels

Name Health

E Web Chat Running

Add a featured channel

S)

More channels

E  Email Bl Facebook

a LINE (8)  skype for Business
@  Twilio (sMs)

=

GroupMe

Slack

Published

kik:  Kik

O Telegram

Figure 22: Click the Teams Icon

8. No additional configuration is needed for Chime functionality, so just click Save to enable the

Teams channel

# ChimeBot2 - Channels
NP s Crame egsn

Search (Cii

Cvenview
E Activitylog
il Access control (1AM
& T
Bot management
B Testin Web Chat
iid Analytics
§ channels
B3 Settings
B speech priming
@ ot Service pricing
Support + troubleshoating

& ew support requast

Cancel

Dashboard » ChimeBot2_77b - Overview > ChimeBat2 - Channels

Configure MSTeams

¢
Messaging Calling Publish

Messaging Lesm mare

Messaging is avalable by default for your bot

Delete Channel
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Figure 23: Configure MSTeams
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9. If the Chime web client is going to be used to contact the queue, it is also necessary to configure

the Direct Line channel

Dashboard > ChimeBot2_77b - Overview > ChimeBot2 - Channels

ChimeBot2 - Channels
2ot stion

&

) Overview
B Activity log
i Access control (1AM)
& Tags
Bot management
B Testin Web Chat
iiifi Analytics
# Channels
& settings
& speach priming
@ Bot Service pricing
Support + troubleshosting

% New support request

+ Add new site

Det

fault Site

Configure Direct Line

= @

Default Site &

Secret keys

SOOAACCOOOAAOCXONINXOCKKXX Show

0000GCOOOOOAOONAAGAGOAAOOGNX Show

Version

Select which versions of the Direct Line protocol are enabled on this site. More
information about these versions can be found in the Direct Line reference
documentation

s 11
w 30
[ Block attachment upload from user

Enhanced authentication options
For bots using Azure Bot Service authentication, enable tamper-proof user

|| Disable |

Regenerate

Regenerate

Figure 24: Configure Direct Line

10. Click on the Show button to reveal the Direct Line secret key. Save this value, as it will be
required later to configure the bot in Chime.
11. Next navigate to the Settings tab on the bot registration.

Dashbeard > ChimeBiot?_ 771

B Testin web Chat

s Anabytics

Y chanewls

B settings

B speech priming

© eot Senvice pricing
Suppart + roubleshosting

S New suppon request

# ChimeBot2 - Settings

«

ks

b - Cverview * ChimeBeAZ - Settings

H x

Bat profile

@ |

Chomebot2

tice @

Configuration

Analytics

Oauth Connection Settings

Mo sattings defired
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Figure 25: Bot Settings

Copyright © 2019 Instant Technologies. All rights reserved.

June 4, 2019
Rev 4 - PSM



12. You may upload a custom avatar image and customize the Display Name of the bot if you
choose.

Note the Bot handle and Microsoft App ID fields here, as they will be needed to configure the
bot in Chime.

13. At the present time, there is no way to determine the password that is associated with the
automatically created App ID for the bot registration, so it is necessary to create a new password.
Click the Manage link next to the Microsoft App ID field.

This should bring you to a new page where it is possible to create a new password. Click the
“Generate New Password” button and note the password value that is generated — it is not
possible to recover this password later after it has been generated and will be necessary to
configure the bot in Chime.

ChimeBot2 Registration

Click here for help integrating your application with Microsoft.

Properties

Mame

ChimeBot2

Application Id

Application Secrets
b

"Generate New Password | Generate New Key Pair
Type Password/Public Key Created

Password fifrmmerm TR Apr 26, 2019 1:13:44 PM

Figure 26: Bot Registration App Secret

14. With the Bot Handle, App ID, App password, and Direct Line secret, it is possible to setup the bot
as a dispatcher in Chime. Navigate to your Chime server, and then to Admin/Dispatchers, and
click the New Dispatcher button.

CHIME My Gusst Dashbosd My Age — .
The dispatcher account is the antry point for a quaue. Users can contact this account to connect with agents. This account must be unique,
# Peop
Account Seftings Chime Settings
v BotiD Description
=
Webchat Secret
renel Dispatcher Type
# Virtual Agen Bot Name Testing
Queue
Bot Secret
Not assigned
DShow P
Emall Address
= |

Figure 27: Add New Dispatcher in Chime
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15. Enter the information from the bot registration in the following fields:
a. Bot ID: the Microsoft App ID of the bot registration
b. Webchat Secret: The Direct Line secret key
c. Bot Name: The Bot Handle
d. Bot Secret: The Microsoft App ID password
e.

16. Once this is completed, you should be able to verify and then save the new dispatcher.

17. Once the dispatcher has been created in Chime, the next step is to create a new queue or add
the dispatcher to an existing queue. Once this is done, you should see a block on the queue
settings page that displays the URL for the messaging endpoint for the queue when it is running
in Chime:

=
CHIME

Queue Settings | Eric Bot @ Learn more about these settings |

Queue Properties Engine Propertics

Hame

Deseription License

@ Licenzed for () users unsé 12/31/2020 | ¥4 Alering enabled for (23) recipéents
Gueus Bot Messaging Endpoint

Language el Clbent Dispatcher and akas Bot Frasmwork bots aessgned 16 this queus below sheuld Be deected 10 this URL in the Azure Pertal

Guests can request chat transcripts Publish 12 Homa Page Queus Dispatcher

Send chat transcripts via emall Show Chat Links on Homa Page

Dispatcher Aliases II
Bat 4Bt 1D Remove
& Downdoad Teams App Package... (8]
" | m

Figure 28: Chime Queue Settings

18. Take this URL, and go back to the Bot Channel Registration in the Azure portal, then navigate to
the Settings tab.
Paste this URL into the Messaging endpoint field for the bot and save the changes.
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Dashboard > ChimeBot2_T7b - Overview > ChimeBot2 - Settings
.0' ChimeBot2 - Settings

ot Channels Registrasion
[ L2 Search (ctri+n) | “ Fsse Xoiscd
@ overview Bot profile
W activitylog leon
i st P -
* 30K . g ol

* Dasplay name @

Bot management |—"

B Testin Web Chat

Bot handle @&
it Anatytics [ Chimegotz
i Channels Description @
& settings
B speech priming
© Bot Senvice pricing
Support - " Configuration
Messaging endpoint
& New support request e —r—— Vapi @

* Microsoft App 1D (Manage) @

Analytics
Insights key O

[ instrumentation key (Azure Agplication Insights key)

Application Insights AP key @

[ APi key (User-Generated Application Insights APl key)

Application Insights Application ID @

\pptication ID (Application Insights Application I0)
OAuth Connection Settings
No settings defined

Figure 29: Settings - Configuration
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